


The right settings are critical when it comes to keeping your kids safe
on social media.

Here's a quick guide to safe settings for some of the most popular apps
out there.

Keep in mind many of these apps default to public settings, making it
especially important for parents to work with their kids to make sure
that strangers cannot follow, contact and locate your children through
these apps.
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Facebook 0

1) Log in to your child’s account and click the drop down arrow at the top right
corner of the page.

2) Click on Settings, then click on Privacy.

Find friends . Ryan Home Find Friends

& General General Account Settings
3 Security

Name Ryan Shaw Edit
IE Privacy
|7 Timeline and Tagging Username http:/fwww.facebook.com/RShawForcefield Edit
@ SBlocking

Contact Primary: rshaw@forcefieldonline.com Edit
[ Language

Password Password last changed over a year ago. Edit
@ Natifications
Mobile Networks No networks. Edit
Followers

Temperature Fahrenheit Edit
ﬂ Apps Download a copy of your Facebook data.
[ Ads

Payments
@ Support Inbox
i Videos

3) Click on Limit Past Posts and set it to turn any Public posts your child might
have made in the past to Friends Only.

This will help take care of anything that might have been posted as Public in the past.
Now it's time to make sure strangers can't search for your child’s profile:
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Find friends . Ryan Home Find Friends

o General Timeline and Tagging Settings
3 Security

Who can add things to who can post on your timeline? Friends Edit

|B Privacy timeline?
] Timeline and Tagging Review posts friends tag you in before they Off Edit
X appear on your timeline?

° Blocking

[ Language Who can see things on my Review what other people see on your timeline View As
timeline?

@ Motifications Who can see posts you've been tagged in on your Friends of Friends Edit

. timeline?

Mobile

Followers Who can see what others post on your timeline? Friends Edit

g Apps How can | manage tags people Review tags people add to your own posts before Off Edit
add and tagging suggestions?  he tags appear on Facebook?

[F3 Ads gs app

Payments When you're tagged in a post, who do you want to Friends Edit

@ Support Inbox add to the audience if they aren't already in it?

B videos

Who sees tag suggestions when photos that look Friends Edit
like you are uploaded?

1. Under Who Can Contact Me? set it for only Friends of Friends who can send a
friend request.

2. Set Who Can Look Me Up Using The Phone Number / Email | Provided to Friends.
This stops anyone who might have gotten a phone number or email address
from looking your child up on Facebook.

3. Set it so search engines can't index the profile.

Now go to the Timeline and Tagging section found on the left hand column to make
settings safer.
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1. Click on Timeline and Tagging and change the setting for Who Can See Posts I'm
Tagged In from Friends of Friends to just Friends.

Find friends . Ryan Home Find Friends

% General Timeline and Tagging Settings
3 Security -

‘Who can add things to

Vho can post on your timeline? Friends Edit

|B Privacy timeline?
|~ Timeline and Tagging Review posts friends tag you in before they Off Edit
X appear on your timeline?
° Blocking
[ Language Who can see things on my Review what other people see on your timeline View As
timeline?
e Notifications Who can see posts you've been tagged in on your Friends of Friends Edit
i ine?
Mobile timeline?
Followers Who can see what others post on your timeline? Friends Edit
ﬂ Apps How can | manage tags people Review tags people add to your own posts before Off Edit
Iji ads add and tagging suggestions?  {he tags appear on Facebook?
Payments When you're tagged in a post, who do you want to Friends Edit
@ Support Inbox add to the audience if they aren’t already in it?
Bl Videos
Who sees tag suggestions when photos that look Friends Edit

like you are uploaded?

Keep in mind that these changes can be undone at anytime by your child, so it's im-
portant to explain why they are important.

Also keep in mind that, unless you log in to their account, you won't be able to see
their use of “private groups” where people often post images and videos of them-
selves.

Want To Stay Connected To Your Child's Photo and Video
Sharing? Forcefield's Photo Report copies you on all photos
and videos that your child shares on Facebook, Instagram,
Twitter, Google+ and Tumblr, including those posted in
“private groups.” You can see everything they post from
the convenience of your own phone with the Forcefield
Parent app.

AT
% \ FORCEFIELD Manage, Monitor & Mentor your kids online 24/7
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Instagram @

When your child creates an account on Instagram, it defaults to allow posts to be
viewable to the pubilic.

To change the account to Private, open the app from your child's device and click on the
profile icon on the bottom right corner.

eeec0 Verizon T 3:31PM @ 82% W) eee00 Verizon T 3:31PM @ 82% )
) Instagram % < Options
(\
@ blackjaguarwhitetiger FOLLOW PEOPLE
Fl Find Facebook Friends >
B Find Contacts >

Invite Facebook Friends

ACCOUNT
Edit Profile >
Change Password >
Posts You've Liked >

Private Account

When your account is private, only people you
approve can see your photos and videos on
@)

» 19,180 views

Bl ool oy R Py P A

Instagram. Your existing followers won't be
e

A Q ®@ O o A QA ® O &

Then tap on the gear icon to open the settings page. This is where you can make
everything private with one tap
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Twitter

Like Instragram, everything on Twitter defaults to public, meaning any tweet, picture or
video can be seen by the world. You can, however, create a private Twitter account for
your child. Here's how:

1) Click on the profile icon at the top right corner and click on the Settings tab.

L] ™
- LS
Help
@ Keyboard shortcuts
i 2
is anyone safe? Pre- NEWS ,
Twitter Ads
Analytics testi...
a.
Settings
Log out
2016 Twitter About Help Terms Privacy

2) Next, make sure that you only allow people who your child follows to tag them
in photos. Also, turn on “Protect my Tweets,” which prevents future tweets from
being made public.
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ﬁ' Homs ’ Moments * Hofficabcns ﬁ Messoges ’ Q ﬂ

Your Twitter cata

Security and privacy
Change your security and privacy sattings.
rity
Lognwerfication Ve login requiets
Aoount > Pastword resst Fiquir porsanal informmation to resel my paeswerd
Fassword *
Cards and shipping ¥
DOrder history 3y Log in with code €3 Allow my account ba log in with eSher a passward of login code
Mobile ¥ ; e ] “
Errall notifications > '-‘*l:ﬂ n-q.m- m T".ﬂ-'ilﬂ'." 'jﬂ’.'_'ﬁ"mf'“"t Th
Web notifications >
Firg friands »
Muted accounts > Privacy 7 Edit settings
Biocked accourts » Phato tagging () Allow anyon 1o tag me in phats here
Apps > Oniy allow pecpie | folicw b tag ma in photos
s N D not allow Amyona ta 16g ma in phetos
>
>

Tevid privacy Pradact mry Twasts

Accessibility

Towiist loCation Addd 8 location o My Twests

For old tweets that have already gone live, there is a handy tool that allows you go back
and delete them in bulk.

Go to www.getxpire.com and set up your child's Twitter account on their platform.
Once set up, you can go back and delete up to 3,200 of their old tweets (in bulk) that
have been tweeted to the public.

Want To Stay Connected To All Apps Your Child Has on Their
Mobile Devices? Forcefield’'s App Report provides a real-time
connection to what apps are on all of your kids’ devices,
24/7. Get instant notifications every time your child installs
or uninstalls any app; see all apps installed on their devices
from the convenience of your phone.

AT,
%, \ FORCEFIELD Manage, Monitor & Mentor your kids online 24/7
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Snhapchat

Snapchat has been one of the fastest growing apps over the past few years with tweens
and teens because of its fun and carefree user experience of sharing photos that
disappear.

Users can still screenshot any pictures they receive, so it's important to remind your
kids to think before they send out a snap they might live to regret.

You can also take some precautions by making sure their account settings are set up
properly for privacy.

1) From your child’s device, open
the Snapchat app. Tap on the
Snapchat ghost icon at the top of
the screen.
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— e

eeec0 Verizon F

2) Tap on the red Settings icon on the ©)
top right to bring up the Settings
page.
eee00 Verizon F 4:24 PM @ 100% . ’
< Settings ( + Add yourname )
ADDITIONAL SERVICES
© Added Me
Manage
WHO CAN.. O" Add Friends
Contact Me B My Friends
View My Story

See Me in Quick Add

MORE INFORMATION

Support 3) Make sure Contact Me and

Privacy Policy View My Story are both set
to My Friends.

Terms of Service

Licenses

Strangers are more likely to reach out on social media
at night. With Forcefield's App Sleeper, you can remotely
turn off apps, games and social networks on all of your
kids’ mobile devices with a single tap. Turn apps off on a
customizable schedule so kids can sleep without digital
distractions.

AT
. % \ FORCEFIELD Manage, Monitor & Mentor your kids online 24/7
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Pinterest @

Pinterest has become a wildly popular social network for anyone who likes to share their
interests and ideas with either their friends and followers — or the entire world. Let’s
make sure it's the former.

1) Log in to your child’'s Pinterest page and click on the profile tab to get to your
child’s profile page.

() search ©) Forcefield

Are your friends saving ideas

you might like?
L
o
- -

o

See who's here

Paper plants

Kids room EATS | watercolor Buttercreanm
invite friends o Pinterest > Ay Jordsn Femay | O Happy ... Party Cake

*’ Papar

Al Jordan Ferney | Oh Happy ...
- 17_.{‘ e Kids Fisoms A%y Jordan Femmay | Oh Happy
et a Holidan L. H Caios & Cakio Stands o

2) On the upper right hand corner of the screen, click on the gear icon and click on
Edit Settings.

o Forcefield

Edit profile [ * 3

Edit settings

See order history
Find friends
Make a widget
Get help

Log out

ds Create With Kids
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3) Turn Search privacy to Yes to block search engines from indexing your kid’s
Pinterest page and displaying it in Google search results.

Account Basics A’ccount Basics
Email Address i ine.com
Password Change your password...
p— Change to
Yes
Country United o8
Gender Male Female @ Custom
Search privacy [ No Hide your profile from search engines (ex

Google). Learn maore

Personalization

Search history Clear Recent Searches

Remove things you've recently seanched for from search suggestions =+

| ?
m——— :

4) Your child can also use Private Boards. These boards are only visible to people that
your childinvites, so non-friendsandthe general publicwillnotbe able to seethem.

In order to set a private board, click the option when creating a new board.

Create a board

Name Fuamnba Raar

Turn this on

Description Il

Category What of board Is it?
Secret Mo

Learn maore D

Collaborators

Learn more Q

Choose from contacls

Cance' m
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Tumblr

Tumblr remains one of the top social networks visited by kids and teens and has earned
a reputation for being loaded with pornographic images.

There are a few things you can do to make sure that at least the content your kids share
is only visible to their friends, and not the entire world.

1) Log in to their account and click on the profile icon to bring up the Settings page.

TUMBLRS + New

E delightfullyhumon...
Untitled

. Posts
)ngratulations

Followers
Now you're a real user. Activity

You deserve an app. Edit appearance

GET IT ON

P> Google play
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2) Click on their “blog” to edit the settings.

Account

Click here

rshaw@iorcafiald.ma

Security B Ermail me about accoun activity

B Two-factor authentication

Dial-a-post

3) Turn on Only Allow Messages From Tumblrs You Follow to make sure strangers
can’'t contact your child.

Replies Tumbirs you follow and Tumblrs following you for a week can
reply

Ask TU rn thiS on sk questions

Submissions (] Let people submit posts

Messaging (3 Only allow messages from Tumbirs you follow
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4) Don't allow logged out users or search engines to see the blog. This keeps out people
who may not even have a Tumblr account from seeing your child’s blog content.

Twitter Share on Twitter
Language English

Turn these off

Timezone (GMT -4:00) Hastern Time (US & Canada) v

Privacy @D Allow logged-out users to see this blog
@D Allow this blog to appear in search results

(B Flag this blog as adult-oriented

Blocked Tumbirs Not a soul
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kik kik-

Kik has been a problem for parents since its release. It has the double negative of being
a geolocation-based messaging app without any user authentication. There are a few
steps you can take to protect against the downside of this app.

1) First, make sure your child picks a username that is hard to guess. Avoid using
first and last names, as that makes it easy for anyone to look up their account.
Use a combination of letters and numbers and only share the account username
or “Kik code” with people they know and trust.

2) Keep in mind that all new chats that come in from new users have to be approved
before the message will be revealed. Make sure to talk to your child about the
importance of ignoring strangers who send messages.

eee00 Verizon 4:52 PM @ 51% e —— 4:45 PM @ 52% W)

. O+
{ Back  Andres Miller £ kik- Q

@ Set Profile Picture

Jack King
>

06/08/2015 @ 6:03 AM

Tap to Reveal

.a Luis Garcia
> *** We just found a fellow...
N J

® Andres Miller
> i
Side one
» **¥*x We just found a fellow...

@ Ignore Q Chat @ 19 New Chats @
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3) Next, gotothe blockinglistjustin case you have to remove someone from sending
your child any more messages. Click on the gear icon on the top left to bring up
the Settings.

4) Select Chat Settings and enter in any users you want to block from sending your
child messages.

eee00 \erizon F 4:45 PM @ 52% W
Done Settings
Ryan Shaw [ai Set Photo

ryan.inc

Your Account

Your Kik Code

Notifications

Chat Settings

Help & About Us

Share Your Profile

80 0E@6
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Conclusion

It may seem like an uphill battle to keep on top of the latest apps and what the settings
should be for your kids, but the Forcefield App Tracker makes things easier with real-
time notifications of the apps your kids download on their Apple devices.
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